NetDefense” Solution

LGA Security Management

NetDefense® is a comprehensive network security solution provided
by LGA Telecom Pte Ltd. It is delivered and supported by security and
network experts using best practice and best of breed products and
services, customised and tailored to your needs.

As a Managed Security Service, NetDefense” identifies, protects, and
mitigates against external and internal threats and vulnerabilities,
such as from the internet or within the local network. It is designed to
ensure smooth and uninterrupted business services and operations at
all times, as well as to protect your valuable business assets.

It is the perfect solution for your business, as it provides you with the
tools to put you in the know, in control and in command to manage
situations before it arises, ensuring no unpleasant surprises as well as
no service or operational outages at all times.

By leveraging LGA’s security expertise and infrastructure, you
empower your IT department to focus on core business activities
without worrying about network security. It lowers risk, improves
security and reduces unnecessary costs to business owners.
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Figure: How NetDefense’ works

BUSINESS

UN-INTERRUPTED™

-

ABOUT LGA

LGA Telecom Pte Ltd is an established

Managed Security Services Provider, and
an industry pioneer that has helped shape
Singapore’s Internet ecosystem back in
1995. Over 25 years, We have been
delivering resilient enterprise solutions that
ensure un-interrupted business operations.
Today, LGA offers comprehensive
managed security services and solutions
that identify, alert and mitigate
technological vulnerabilities, threats and
potential breaches to the network and
systems. Enterprises and government

agencies rely and trust LGA for their

security needs beyond connectivity.



NetDefense® Solution

Features Value to you

- Dual internet links (dual source) to attain near-zero downtime for Mission Critical class-level

High Availability service connectivity.

* Ensures operational serviceability at all times.

- Inspects all inbound and outbound network traffic, allowing only safe traffic to pass while
blocking unsafe content.

Unified Threat

« Built-in Virtual Private Network (VPN) enables employees to access their company’s network
Management outside the office while enjoying the same level of security.

- Intrusion Prevention System (IPS) vigilantly stops cyberthreats from harming your network.

- By making network activities plain, simple and visible, it empowers you with complete control
Simplified Control and manageability.
Management - Makes it easier for IT managers to make informed decisions in highly complex, technology-

driven business environments.

 Capable of dealing with large volumes of device events and log messages.

« Collects and stores the data, and can be called upon to search, analyse, and report.
Event and Log

Management « Simplifies device management through a one-stop solution capable of configuring, monitoring,
remedying, and auditing these devices.

« Helps you reduce operational costs and streamline your Compliance Lifecycle.

«1SO27001 certified monitoring service operated by well-trained security analysts using
operational best practices.

- Provides quick identification, verification and stopping of malicious data that attempt to breach

Security Monitoring your network.

Service
- Receives timely information on latest threats and security trends.
- Provides mitigation and recovery procedures in the event of a threat being detected.
. « Available 24/7 with a guaranteed incident response time.
Comprehensive
Support - Hardware is warranted at all times and in the event of failure, it will be promptly replaced at no

cost.




NetDefense® Solution

Optional Features Value to you

* Effective network protection against volumetric attacks that goes beyond normal security
devices such as firewalls.

Managed DDOS + Responds to DDOS threats timely to minimise business impact and data compromise.
Protection
- Comes with Data Scrubbing service to screen and remove malicious data.

- Mitigates external threats and passes only legitimate traffic to your network.

« Web-driven applications of today are tuned to run at peak and deliver optimal performance
Web and failure to do so results in business losses or brand impairment.
Protection - Our Web Protect service provides robust security for your server by identifying, verifying, and
protecting against threats ranging from data breaches to defacement.

- Get powerful protection against advanced threats without the need for IT expertise.
Endpoint
Protection - Combines award-winning threat protection with web and messaging security, data protection,
and rigorous mobile security and device management to secure your internal IT infrastructure.

With LGA NetDefense’, you do not have to spend excessively on expensive security setups and security experts.
NetDefense® is a one-stop, fully managed service that not only provides you with a diverse, highly redundant, telco
neutral network, it also boasts LGA’s considerable network security expertise to protect your company assets
24/7/365, ensuring near zero network downtime and thus uninterrupted business continuity. LGA NetDefense® also
addresses administrative concerns with automated security reporting as well as adherence to security compliance
and regulatory requirements.

For peace of mind, look to LGA NetDefense® for a one-stop solution for your network security needs.
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