
NetDefense  Dual Core (NDDC)
Design Your Network Against Service Provider Outage, Malware, and DDoS 

Introduction
Network traffic to and from mission-critical businesses pass through 
WRGD\·V�VHUYLFH�SURYLGHU�QHWZRUNV�YLD�PDQ\�KRSV�EHIRUH�UHDFKLQJ�LWV
GHVWLQDWLRQ��)URP�GDWD�FHQWHUV�RU�ODVW�PLOH�+4V��WR�WHOFR·V�FHQWUDO
exchanges, to core backbone, to internet gateway or another destination,
WKH�IDLOXUH�RI�DQ\�SDUW�RI�WKH�VHUYLFH�SURYLGHU�QHWZRUN�FDQ�UHVXOW�LQ�DQ
RXWDJH��(YHQ�H[FKDQJH�GLYHUVLW\�GRHV�QRW�WDNH�LQWR�DFFRXQW�WKDW�RWKHU
parts of the core network could fail. 

Zero interruption - ensures
RSHUDWLRQDO�DYDLODELOLW\�ZLWK
near-zero downtime for 
PLVVLRQ�FULWLFDO�FODVV�OHYHO
VHUYLFH�FRQQHFWLYLW\

6XUYLYHV�VHUYLFH�SURYLGHU
RXWDJHV�DERYH�DQG�EH\RQG
H[FKDQJH�GLYHUVLW\�YLD
dual core technology - full
network redundancy using
duallinks from two different
telco infrastructure
�1*1�	�1RQ�1*1��WR�DYRLG�D
single point of failure

Stops DDoS threats

Unified Threat Management
(UTM) inspects all inbound and
outbound traffic and allows only
safe traffic to pass while
blocking unsafe content

IP address independence - no 
UHOLDQFH�RQ�VHUYLFH�SURYLGHU
SURYLGHG�,3V�DV�WKH�VROXWLRQ�LV
telco-neutral

:$)�SURYLGHV�UREXVW�VHFXULW\
IRU�\RXU�VHUYHU�E\�LGHQWLI\LQJ�
YHULI\LQJ�DQG�SURWHFWLQJ�DJDLQVW
threats

Benefits

Datasheet

NetDefense  Dual Core

NetDefense  Dual-Core identifies, protects, and mitigates against
H[WHUQDO�DQG�LQWHUQDO�WKUHDWV�DQG�YXOQHUDELOLWLHV��VXFK�DV�VHUYLFH
DYDLODELOLW\��WKUHDWV�IURP�WKH�LQWHUQHW�RU�ZLWKLQ�WKH�ORFDO�QHWZRUN��,W�LV
GHVLJQHG�WR�HQVXUH�VPRRWK�DQG�XQLQWHUUXSWHG�EXVLQHVV�VHUYLFHV�DQG
RSHUDWLRQV�DW�DOO�WLPHV��DV�ZHOO�DV�WR�SURWHFW�\RXU�YDOXDEOH�EXVLQHVV
assets.

%\�OHYHUDJLQJ�/*$·V�QHWZRUNLQJ�	�VHFXULW\�H[SHUWLVH�DQG�LQIUDVWUXFWXUH�
\RX�HPSRZHU�\RXU�,7�GHSDUWPHQW�WR�IRFXV�RQ�FRUH�EXVLQHVV�DFWLYLWLHV
without worrying about network outages and security. It lowers risk,
LPSURYHV�VHUYLFH�DYDLODELOLW\��VHFXULW\�DQG�UHGXFHV�XQQHFHVVDU\�FRVWV�WR
business owners.

Network design and IP address definitions are simplified without relying
RQ�FRPSOH[�OLQN�FRQWUROOHUV�DQG�,3V�DVVLJQHG�E\�XQGHUO\LQJ�VHUYLFH
SURYLGHUV��)%2V���

®

®

Malware

Ransomware

Phishing

DDOS

Web Attacks

Intrusion Attacks

Service Provider Failure

/LQH�DQG�6HFXULW\�PRQLWRULQJ�
PDQDJHG�VHUYLFHV�LV�DYDLODEOH
24/7 and comes with a
guaranteed response time to
an incident

Endpoint protection against
DGYDQFHG�WKUHDWV

®
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Standard Features

+LJK�$YDLODELOLW\
1HW'HIHQVH��VWRSV�DW�QRWKLQJ�WR�HQVXUH�RSHUDWLRQDO�VHUYLFH�DELOLW\�DW�DOO�WLPHV��<RXU�,QWHUQHW�FRQQHFWLRQ
KDV�GXDO�OLQNV��GXDO�VHUYLFH�SURYLGHUV��WR�DWWDLQ�QHDU�]HUR�GRZQWLPH�IRU�PLVVLRQ�FULWLFDO�FODVV�OHYHO�VHUYLFH
FRQQHFWLYLW\��

®

Unified Threat Management
870�LQVSHFWV�DOO�LQERXQG�DQG�RXWERXQG�WUDIILF�RQ�DQ\�JLYHQ�QHWZRUN�DQG�DOORZV�RQO\�VDIH�WUDIILF�WR�SDVV
ZKLOH�EORFNLQJ�XQVDIH�FRQWHQW��:LWK�9LUWXDO�3ULYDWH�1HWZRUN��931��EXLOW�LQ��DOO�HPSOR\HHV�FDQ�DFFHVV�WKHLU
FRPSDQ\·V�QHWZRUN�RXWVLGH�WKH�RIILFH�ZKLOH�HQMR\LQJ�WKH�VDPH�VHFXULW\�OHYHO��&RPSOHWH�ZLWK�,QWUXVLRQ
3UHYHQWLRQ�6\VWHPV��,36���1HW'HIHQVH��YLJLODQWO\�VWRSV�WKUHDWV�IURP�KDFNHUV��VRSKLVWLFDWHG�PDOZDUH�
ERWQHWV��DQG�RWKHU�DGYDQFHG��SHUVLVWHQW�WKUHDWV��

®

Simplified Control Management
3HUIRUPDQFH�PDQDJHPHQW�KDV�EHFRPH�D�FUXFLDO�SDUW�RI�WKH�,7�WHDP·V�UROH���HVSHFLDOO\�IRU�JOREDO
organisations. NetDefense  makes it easier for IT managers to make informed decisions in complex
EXVLQHVV�HQYLURQPHQWV�WKDW�OHYHUDJH�KHDYLO\�RQ�WHFKQRORJ\��%\�PDNLQJ�QHWZRUN�DFWLYLWLHV�SODLQ��VLPSOH�DQG
YLVLEOH�WR�RXU�FOLHQWV��LW�HPSRZHUV�WKHP�ZLWK�FRPSOHWH�FRQWURO�DQG�PDQDJHDELOLW\�

®

(YHQW�DQG�/RJ�0DQDJHPHQW
/*$·V�(YHQW�	�0DQDJHPHQW�6HUYLFH�LV�FDSDEOH�RI�GHDOLQJ�ZLWK�ODUJH�YROXPHV�RI�GHYLFH�HYHQWV�DQG�ORJ
messages. It collects and stores the data, and can be called upon to search, analyse, and report as well. It
JLYHV�D�FRPSUHKHQVLYH�SHUVSHFWLYH�RQ�ZKDW�LV�KDSSHQLQJ�LQ�\RXU�QHWZRUN�DQG�V\VWHP�

6HFXULQJ�ERWK�WKH�QHWZRUN�SHULPHWHU�DQG�WKH�LQWHULRU�LV�GDXQWLQJ��(YHQ�LQ�D�PHGLXP�VL]HG�RUJDQLVDWLRQ��WKH
VKHHU�QXPEHU�DQG�W\SHV�RI�GHYLFHV�RQ�WKH�QHWZRUN�FDQ�HDVLO\�RYHUZKHOP�DQ\�DGPLQLVWUDWRU·V�DELOLW\�WR
PDQDJH��2XU�VROXWLRQ�LV�FDSDEOH�RI�FRQILJXULQJ��PRQLWRULQJ��UHPHG\LQJ��DQG�DXGLWLQJ�WKHVH�GHYLFHV��$VLGH
from protection from threats, NetDefense  can help you reduce operational costs and streamline your
&RPSOLDQFH�/LIHF\FOH���

®

Threat Response
Time is of the essence in containing and arresting threats. NetDefense  Threat Response is an optimised
SURFHVV�WKDW�TXLFNO\�LGHQWLILHV��YHULILHV�DQG�VWRSV�PDOLFLRXV�GDWD�WKDW�DWWHPSW�WR�EUHDFK�RXU�FXVWRPHUV·
network, such that it has minimal impact on internal IT operations when it occurs.

®

62&DDV�	�&RPSUHKHQVLYH�6XSSRUW
1HW'HIHQVH��PRQLWRULQJ�	�VXSSRUW�LV�DYDLODEOH������DQG�FRPHV�ZLWK�D�JXDUDQWHHG�UHVSRQVH�WLPH�WR�DQ
LQFLGHQW��2XU�FXVWRPHUV�DUH�VHUYHG�E\�KLJKO\�VNLOOHG�QHWZRUN�DQG�V\VWHP�HQJLQHHUV�ZKR�KDYH�XQGHUJRQH
ULJRURXV�VHFXULW\�WUDLQLQJ��+DUGZDUH�LV�ZDUUDQWHG�DW�DOO�WLPHV��DQG�LQ�WKH�HYHQW�RI�IDLOXUH��LW�ZLOO�EH�SURPSWO\
replaced. 

®

Phyllis Koh

Phyllis Koh
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Optional Features

Managed DDoS Protection
(IIHFWLYH�QHWZRUN�SURWHFWLRQ�DJDLQVW�YROXPHWULF�DWWDFNV�JRHV�EH\RQG�UHJXODU�VHFXULW\�GHYLFHV�VXFK�DV�ILUHZDOOV�DQG
LQWUXVLRQ�GHWHFWLRQ�V\VWHPV��6XFK�DWWDFNV�GLVUXSW�\RXU�EXVLQHVV�FRQWLQXLW\�RU�JDLQ�DFFHVV�WR�YDOXDEOH�FXVWRPHU
GDWD��''R6�3URWHFWLRQ�LV�D�FRPSUHKHQVLYH��URXQG�WKH�FORFN�VHUYLFH�WKDW�UHVSRQGV�WR�''R6�WKUHDWV��,W�DOVR�FRPHV
ZLWK�'DWD�6FUXEELQJ�6HUYLFH�WR�VFUHHQ�DQG�UHPRYH�PDOLFLRXV�GDWD��''R6�VHUYLFH�PLWLJDWHV�WKH�WKUHDW�RXWVLGH�RI
your network and passes only legitimate traffic to your network so that the real users remain satisfied and undenied
RI�UHDO�VHUYLFH�

Web Application Firewall
7KH�EXVLQHVV�RI�WRGD\�UHOLHV�KHDYLO\�RQ�WKH�,QWHUQHW��$FFHVV�VSHHG�PXVW�EH�VZLIW��VLWH�DYDLODELOLW\�PXVW�EH�DEVROXWH�
DQG�VHFXULW\�PXVW�EH�WLJKW��:HE�GULYHQ�DSSOLFDWLRQV�RI�WRGD\�DUH�WXQHG�WR�UXQ�DW�SHDN�DQG�GHOLYHU�RSWLPDO
SHUIRUPDQFH��3RRU�VHUYLFH�DYDLODELOLW\�UHVXOWV�LQ�EXVLQHVV�ORVVHV�RU�EUDQG�LPSDLUPHQW��+DFNHUV�WDUJHW�ZHE
applications to disrupt business. Web Application Firewall (WAF) is a solution to meet this challenge. From dealing
ZLWK�GDWD�EUHDFKHV�WR�GHIDFHPHQW��:$)�VHUYLFH�FOLHQWV�FDQ�SURYLGH�UREXVW�VHFXULW\�IRU�\RXU�VHUYHU�E\�LGHQWLI\LQJ�
YHULI\LQJ�DQG�SURWHFWLQJ�DJDLQVW�WKHVH�WKUHDWV�

Endpoint Detection & Response
:LWK�(QGSRLQW�'HWHFWLRQ�	�5HVSRQVH��\RX�PLWLJDWH�DJDLQVW�DGYDQFHG�WKUHDWV���ZLWKRXW�WKH�QHHG�IRU�,7�H[SHUWLVH��,W
is an affordable, easy-to-use security solution that combines industry leading threat protection with web and
PHVVDJLQJ�VHFXULW\��GDWD�SURWHFWLRQ��DQG�ULJRURXV�PRELOH�VHFXULW\�DQG�GHYLFH�PDQDJHPHQW�WR�VHFXUH�\RXU�LQWHUQDO
IT infrastructure.



Contact Us

LGA Telecom Pte Ltd
33 Ubi Avenue 3
#08-53 Vertex (Tower A)
Singapore 408868

Tel (65) 6892 2308
Email: sales@lgatelecom.net
Website: www.lgatelecom.net
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Solution Options Deploying NDDC:
&XVWRPHUV�FDQ�GHSOR\�1''&�DFFRUGLQJ�WR�WKHLU�QHHGV�DQG�HYHQ�JURZ�WKH�VFRSH�RI�WKH�VROXWLRQ�

NDDC Scope
1

2

7

6

5

4

3

'XDO�&RUH���/LQH�0RQLWRULQJ

'XDO�&RUH�����1H[W�*HQ�)LUHZDOO���/LQH�0RQLWRULQJ

'XDO�&RUH�����1H[W�*HQ�)LUHZDOO���/LQH�0RQLWRULQJ

'XDO�&RUH�����1H[W�*HQ�)LUHZDOO���/LQH�0RQLWRULQJ���62&DD6

'XDO�&RUH�����1H[W�*HQ�)LUHZDOO���/LQH�0RQLWRULQJ���62&DD6

'XDO�&RUH�����1H[W�*HQ�)LUHZDOO���/LQH�0RQLWRULQJ���62&DD6���'XDO�6LWH

$GG�RQ�RSWLRQV��''R6��:$)
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